Rogue Security Programs

By Jon Benjamin - www.exenvoid.com

A new outbreak of ‘Rogue Security Programs’ has hit the internet in a
devastating new attack method. These programs trick you into
believing something is wrong with your computer.

Please read this important article to learn more about this situation:

* http://en.wikipedia.org/wiki/Rogue security software ‘*

If you are attacked, shut down the computer immediately !
DO NOT CLICK ON THE REQUESTOR - DO NOT FOLLOW THEIR INSTRUCTIONS!

If you do, you are simply giving them ‘permission’ to infect you and
totally by pass all your real security programs.

This is an screen shot of an attempt to hijack a computer showing an example of a
‘Rogue program’ requesting you to click something; ~ very dangerous situation:

% VISTA Antivirus X

@ vista Antivirus 2008

Security Center

Security Scanner
security scanner i

Status Deseription I

protection settings @ Hollag Cookie Infacted!  Holleg is 2 cookie capable of tacking Wb sit

@ lgus Cockie Infected!  lguuiz a cock that may tack \Web she visilod
( & Wikd Tecfen 4 Infected!  Dowrload: » dwate and 5 , ard
updates STt g e Dawlosds v st mdsomae st | ke Product name

) Dowrloads vatious adwate and spyrare, and
z @ Tecjien VX Downbader ed  Dowrloads vaious adwate and spynaie, and
| help center

The listed infections are not real

= - —
e Automatic updates  Digabled scan progress

Pregress: | ] (St

Remove 3l
found threats

unregistered version Actice: Idbe
ﬂ TP T R

Pressing the ‘Repair’ button will
actually INFECT your computer !

Note that they disguise their products with similar names to commonly
used ‘Real security programs’. Always check the NAME of the program
to ensure it is one of the legitimate security programs you have installed
on your computer.

Once these types of infections get control of your computer they will

hold you to ransom asking you to pay them money to rectify the

situation. If you get attacked from one of these criminals you should;
Shut down your computer and call for help immediately !

DO NOT PAY THEM TO FIX YOUR SYSTEM THEY ARE CRIMINALS!


http://en.wikipedia.org/wiki/Rogue_security_software

To help avoid Rogue Security attacks,
I highly recommend installing:

WOT ‘Web Of Trust’ browser security filters

WOT Community-powered tools
' that boost trust on the web.

|:'> http://www.mywot.com/en/download <‘:|

Watch the video to understand how it works
( click the screen)
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This is a new level of protection that [ am installing and demonstrating
on all on-site service calls now. It can be installed on most browsers and
also has a ‘colour blind’ mode.

I can install and demonstrate this new protection system remotely if
you need help ( $25.00 fee) Remote Access is explained here;

www.exenvoid.com the button shown below
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Remote Access Support™ ™
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