
   

                           By Jon Benjamin – www.exenvoid.com 

Criminals will try anything to trick you into giving them access to your 
confidential details such as credit cards, bank accounts and passwords 
etc.  The following tips are essential rules for using the email system on 
your computer. You must follow these rules to help keep your computer 
and your private confidential details from being compromised. 
 
 

 Never open emails from people you do not know.     
Delete them immediately ! 

 

 Never click on internet links within emails unless you 
absolutely  trust the person who sent it.  

  
 Never open attachments on emails unless you 

absolutely  trust the person who sent it. 
 

 

Besides these essential rules, there are now criminals pretending to be 
from companies who you might think are legitimate. There are 
endless versions of these but in general these few will give you a guide. 
 

 Never open emails from popular software companies 
           that you may recognise such as ….. 

 

 

Skype,  Adobe,  Microsoft,  Facebook,  Hotmail,  Google,  Apple, etc …  
 

 

These companies and many others DO NOT update their products via 
email.  Unless you have specifically registered a program and given your 
email address to a software company, you will not receive emails from 
them. Ignore and delete any emails that offer updates to popular 
computer programs, they are fake and very dangerous. 
 
Criminals are creating very genuine looking emails that mimic the 
style, company logos and graphics of actual companies.  You must be on 
the look out and be very wary of these traps.  Falling victim to one of 
these scam emails may cause catastrophic damage to your computer 
and give criminals access to your private information or bank accounts ! 
 
If you are not sure about an email that you have received, please 
forward it to me for a free investigation.  
 
                                       ( exenvoid@bigpond.com ) 
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               Keep alert!    Delete suspicious emails immediately!

A fake email from a postal service: 
Clicking this attachment will infect 
your computer with the deadly 
Palladium Rogue Security system!  

Adobe updates its products via 
download patches, NOT via emails! 
These links will infect your 
computer with a deadly virus! 

Skype updates its products via 
download patches, NOT via emails! 
These links will infect your 
computer with a deadly virus! 


